DNS / DNSSEC / DANE / DPRIVE
Results at IETF 93 Hackathon

18-19 July 2015
Prague, Czech Republic



Summary — What We Are Working On
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DNS at #lIETFHackathon at #IETF93

Visual interface to show what DNSSEC algorithms are supported
by a DNS resolver

Tool to test for DNSSEC roadblocks
— draft-ietf-dnsop-dnssec-roadblock-avoidance

Prototype web server implementation — TLS extension to deliver
DNSSEC authentication chain to client

— draft-shore-tls-dnssec-chain-extension
DNS confidentiality/privacy (DPRIVE)

— Fixed opportunistic TLS in both getdns and Unbound to be strict
authenticated TLS

1. Added functionality to getdns API to authenticate TLS server.

2. Patched Unbound server: forward-secret key exchange; enabled
sending full TLS certificate chain in handshake

JSON interface to IANA registry of DNSSEC algorithms



Public releases

Visual interface to check DNSSEC algorithms
— https://github.com/ogud/DNSSEC ALG Check
— https://github.com/getdnsapi/IETF93HackathonNode

Tool to test for DNSSEC roadblock avoidance

— https://www.ietf.org/registration/MeetingWiki/wiki/
dnsresolvercapabilities

— https://getdnsapi.net/roadblock.php
— https://github.com/getdnsapi/IETF93HackathonPHP

DNS confidentiality/privacy - TLS
— Patches going into next release of getdns API
— Patch available for Unbound

JSON interface to IANA registry of DNSSEC algorithms
— https://github.com/danyork/dnssec-algs-json




Tool to test DNSSEC algorithm support

* Implemented in Node.js using getdns API

000 < Em] localhost (@]

Inbox (1,346) - gmadkati@g... HipChat - Web Chat localhost:50000 https://getdnsapi.net/php-t... localhost:50000 dnsresolve

Responses for resolver 8.8.8.8

Queries and responses below:

NOTE: This web page is created using nodejs, the getdns API, in the expressjs framework. Source code will be available in github/getdnsapi/checkresolvers.
Legend: V == Validates - == Answer x == Alg Not specified T == Timeout S == ServFail O == Other Error DS.

algs 1=SHA1 2=SHA2-256 3=GOST 4=SHA2-384

Results DS1_NSEC DS2_NSEC DS3_NSEC DS4_NSEC DS1_NSEC3 DS2_NSEC3 DS3_NSEC3 DS4_NSEC3
RSA-MD5
OBSOLETE S S S S S S S S
DSA/SHA1 S S S S S S S S
RSA/SHA1 S s S S S S S S
RSA-NSEC3-SHA1 S S S S S S S S
DSA-NSEC3-SHA1 S \ S S S S S S
RSA-SHA256 S S S S S S S S
RSA-SHA512 S S S S S S S S
GOST-ECC S S S S S S S S
ECDSAP256SHA256 S S S S S S S S
ECDSAP384SHA384 S S S S S S S S



Tool to test DNSSEC Roadblocks

* Implemented in PHP using getdns API

€ & https://getdnsapi.net/roadblock.php?addr=8.8.8.8 6 () C']

Submit Query

Results for 8.8.8.8

Query for alg-8-nsec3.dnssec-test.org returned answers: 1

Query for alg-8-nsec3.dnssec-test.org had secure answer: 2

Query for realy-doesnotexist.dnssec-test.org. did not return answers: 3
Query for realy-doesnotexist.dnssec-test.org. was secure: 4

Query for alg-13-nsec3.dnssec-test.org returned answers: 5

Query for alg-13-nsec3.dnssec-test.org had secure answer: 6

Query for dnssec-failed.org returned answers: 7

Query for dnssec-failed.org had bogus answer: 8

Also test:

e Dyn Internet Guide
o Level 3

e Google

e OpenDNS

o Verisign
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